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Select your preferred domain




Select your preferred unit

CYBERENG.U1 Cybersecurity Management
» Legal Aspects and Privacy
» Organisational Structure
» Cybersecurity Planning
CYBERENG.U2 Cybersecurity Operation and
Maintenance
» Life Cycle Assessment
» Cybersecurity processes and audits
» Incident Response Management
» Supply Chain Security
CYBERENG.U2 Engineering aspects of cybersecurity
» System Threat Analysis and Cybersecurity Goals
> System Design and Vulnerability Analysis
»> Software Design and Vulnerability Analysis
» Software Detailed Design and Cybersecurity
» Hardware Design and Firmware Design
CYBERENG.U4 Testing aspects of cybersecurity
»> Cybersecurity verification at SW level
> Cybersecurity verification at HW level
»> Cybersecurity verification at the system level




/M Cybersecurity Manager

CYBERENG.U1 Cybersecurity Management

> Legal Aspects and Privacy

»> Organisational Structure

> Cybersecurity Planning Cybersecurity Manager
CYBERENG.U2 Cybersecurity Operation and
Maintenance

> Life Cycle Assessment

Cybersecurity Manager

Engineering aspects of cybersecurity

This Unit is about the analysis and design techniques used for cybersecurity during the development. It addresses

> Cybersecurity processes and audits topics such as

> Incident Response Management - System Threat Analysis and Cybersecurity Goals

> Supply Chain Security - System Design and Vulnerability Analysis
CYBERENG.U3 Engineering aspects of cybersecurity - Software Design and Vulnerability Analysis

»> System Threat Analysis and Cybersecurity Goals - Software Detailed Design and Cybersecurity

»> System Design and Vulnerability Analysis - Hardware and Firmare Design

> Software Design and Vulnerability Analysis

> Software Detailed Design and Cybersecurity Software Detailed Design and Cybersecurity:

» Hardware Design and Firmware Design
CYBERENG.U4 Testing aspects of cybersecurity

»> Cybersecurity verification at SW level

»> Cybersecurity verification at HW level

> Cybersecurity verification at the system level

This element considers at the software detailed design level related cybersecurity methods.

- The trainee knows cybersecurity related detailed SW design principles

- The trainee knows cybersecurity critical code inspections and reviews

- The trainee is able to select development tools and SW development environments, e.g. secure session key
generation by random generator, encryption of signals, secure key store etc.
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EuroSP| Academy

N

The EuroSPI Academy is another part of the EuroSPI Learning Ecosystem. EuroSPI

Academy provides specialized training and certification programs in process assessment
and improvement, covering standards such as ASPICE, ISO 26262, and cybersecurity. It
connects industry professionals and experts through structured courses, workshops, and
best-practice sharing, supporting continuous professional development.

INTACS® Certified ASPICE

for Cybersecurity Assessor

Browse the Open Courses here. Coomionan o0

INTACS® Automotive
SPICE® 4.0 Upgrade
Training (INHOUSE)

INTACS® Certified ASPICE
for Cybersecurity Assessor
Course (INHOUSE)

Automotive SPICE® 4.0
Compact Course (OPEN
COURSE)

INTACS® Automotive
SPICE® 4.0 Upgrade
Training (OPEN COURSE)
Q12025 (1 days)

Automotive SPICE® 4.0
Compact Course
(INHOUSE)

Q1 2025 (2 days)



https://www.iscn.com/opencourses/
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EuroSPI| Academy

Academy

FUTURE SKILLS FOR SOFTWARE PROCESS IMPROVEMENT

Home

Want to book a course?
Head over to eurospi.net to book a course.
Our Courses

All Researc h and Engineering Qualitymanagement

- — m I!l‘l|.l\.|l\.‘!lu‘ll|l




EuroSPI| Academy

EUT0 P Services Abeut EHERIED

Trainers Conference
Groups

Be part
of the

community

What are you looking for?

| Show all courses | Functional Safety | Cybersecurity Assessor Trainings ASPICE Trainings More.. v

Search for ... Q

Courses

INTACS® Certified ASPICE INTACS® Certified ASPICE INTACS® Automotive

for Cybersecurity Assessor for Cybersecurity Assessor SPICE® 4.0 Upgrade
Course (OPEN COURSE) Course (INHOUSE) Training (OPEN COURSE)
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Capabllity Advisor

Capability Adviser is a web-based assessment tool designed for structured process
evaluations, supporting models such as ASPICE, 1SO 26262, Cybersecurity, and
Hardware SPICE. It enables efficient team assessments, report generation, and data
export in various formats while integrating seamlessly into organizational workflows.
With its benchmarking and customization features, it facilitates process improvement
and compliance with industry standards.

Check out the official Capability Advisor Page



https://www.iscn.com/capadv/#products
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Capability‘Adviser.

The number one assessment tool.


https://www.iscn.com/capadv/
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EuroSPI Conference 0S¥

EuroSPI (European Systems, Software & Service Process Improvement & Innovation)
Conference is an annual event focused on process improvement, assessment models,
and innovation in systems, software, and services. It brings together industry experts,
researchers, and practitioners to exchange knowledge on topics such as ASPICE, I1SO
26262, cybersecurity, and agile development. The conference features keynotes,
technical sessions, and workshops, fostering collaboration between academia and
Industry to advance best practices and standards.

Check out the official EuroSPI Conference Page



https://conference.eurospi.net/
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